INOJIO’)KEHHUE

REGULATIONS

onpeaesomee NoJuTUKY 00padorku 1 Determining the Policy for Processing and

3alUTHI NEPCOHAJIBHBIX JAHHBIX B

HH(POPMALMOHHOM CHCTeMe MepOoNPHUSITHS

«®opym Oyaymero BPUKC. O6aaunblii
ropoa».

1 OBIIME ITOJIOXKEHU A

1.1.Hacrosimee [lonoxenue onpenenser
MOJINTUKY OOPAOOTKU ¥ 3aIUTHI
MEPCOHATBHBIX JJAHHBIX MPU POBEICHUH
MmeponpusTus «Dopym Oyayiiero
BPUKC. O6maunsbrit ropon» (nanee —
[Tonoxxenue), onpenensieT NPUHIMILI,
LEJIH, YCIIOBHSI, CPOKU M CIIOCOOBI
00pabOTKH MePCOHATBHBIX JAHHBIX
(manee — I1/In), nepeuenp KaTeropuit
cyonekroB [1/]H, mepedyenHp neicTBuiA,
ocymiectBisieMbix ¢ [1JIH cyOBeKTOB,
npaBa cyobekToB [1JlH, MeponpusiTis 1O
KOHTPOJIIO 32 COOJI0ICHNEM TpeOoBaHUI
3akoHoJaTenbcTBa PO B OTHOLIEHUH
obpabotku I1/1H, a Taxxe MepsI 1Mo
zamure [1/1H.

1.2.Hacrosimiee [Tonoxenne pazpaboTaHo ¢
y4eToOM TpeOOBaHUH CIICTYIOIINUX
3aKOHOJIaTE€IbHBIX U HOPMATUBHBIX
IIPaBOBBIX aKTOB Poccuiickon
denepannu, a TAKKE JOKAIbHBIX
HOPMATUBHBIX aKTOB B 00JIaCTH
MEPCOHAJIbHBIX TAHHBIX:

— Koucturyuun Poccuiickoin
denepauuu;

— @enepanbHoro 3akoHa ot 27.07.2006
Ne 152-®3 «O nepcoHanbHbIX
TaHHBIX;

— @enepanbHoro 3akoHa ot 27.07.2006
Ne 149-®3 «O06 nndopmanum,
MH(POPMALMOHHBIX TEXHOJIOTHAX H O
3anuTe HHPOpPMaLUN»;

Protecting Personal Data in the
Information System for the

BRICS Future Forum Event.

1 GENERAL PROVISIONS

1.1.These Regulations determine the policy

for processing and protection of personal
data during the BRICS Future Forum
event (hereinafter referred to as the
Regulations), determine the principles,
goals, conditions, terms and methods for
processing personal data (hereinafter
referred to as PD), a list of categories of
PD subjects, a list of actions performed
with PD subjects, the rights of PD
subjects, measures to control compliance
with the requirements of the Russian laws
regarding the processing of PD, as well as
measures to protect PD.

1.2.These Regulations have been developed

taking into account the requirements of
the following legislative and regulatory
legal acts of the Russian Federation, as

well as local regulations in the field of

personal data:

— the Constitution of the Russian
Federation;

— Federal Law No. 152-FZ dated July
27,2006 "On Personal Data";

— Federal Law No. 149-FZ dated July
27,2006 "On Information,
Information Technologies and
Information Protection";



— VYka3za [Ipesunenra Poccuiickoit
®enepanuu ot 06.03.1997 Ne 188
«O06 yrBepxaenun [lepeuns
CBE/ICHUI KOH(UACHIIUATEHOTO
XapakTepa;

— IlocranoBnenus IIpaBurenscTBa
Poccuiickoit denepanuu ot
01.11.2012 Ne 1119 «O6

YTBEPKACHUU TPeOOBAHUH K 3aIUTE

NEPCOHAIBHBIX JAHHBIX P UX
00paboTke B MHPOPMAITMOHHBIX
CHCTEMaX MEePCOHAIBHBIX JTAaHHBIX);

— Ilocranosnenue IIpaBurenscta PO

ot 15.09.2008 Ne 687 «O6
yrBepxaeHuu [lonoxenus o0
0Cc00EHHOCTSIX 00pabOTKU
NEePCOHAIILHBIX JIAHHBIX,

OCYIIECTBIIsIEMOM 0€3 UCII0Ib30BAHUS

CpCACTB aBTOMATHU3allN),

— IIpuxaza @®CTIK Poccuu ot

18.02.2013 Ne 21 «O06 yTBepxaAeHUN

COCTaBa U COACPKaHUA
OpraHn3allMOHHBIX U TCXHUYCCKUX

Mep 1o 00ecreYeHnIo 0e30MacHOCTH

NEPCOHAIBHBIX JAHHBIX P UX
00paboTke B MH(POPMAITMOHHBIX
CUCTCMaAX MEPCOHAJIBHBIX TAHHBIX).

1.3.0TBETCTBEHHOCTH 34 COOJIIOICHUE

TpeOOBaHUI 3aKOHOIATEIIHCTBA
Poccuiickoit denepanuu U JIOKAIBHBIX
HOpMaTuBHBIX akToB DoHAa B 061acTH
I1/Tx Hecer I'eHepanbHBI TUPEKTOP
OO011ecTBO ¢ OTpaHIUYEHHOM
O0TBETCTBEHHOCTHIO «KitrokBay MHH
7718664219 (nanee — Opranuzarop).

1.4.Hacrosmree [Tonoxxenue saBiasgercs

065I3aTe.HBHBIM JJIs1 UCITIOJTHECHU A
AOJDKHOCTHBIMU JIMIIaMU IpU PCIICHHUN
3aa4 obecrnieyeHus 00paboTKu U
6e3omacuoctu [1/1H.

— Decree No. 188 of the President of the
Russian Federation dated March 6,
1997 "On Approval of the List of
Confidential Information";

— Decree No. 1119 of the Russian
Government dated November 1, 2012
"On Approval of Requirements for the
Protection of Personal Data During
Their Processing in Personal Data
Information Systems";

— Decree No. 687 of the Russian
Government dated September 15,
2008 "On Approval of the
Regulations on the Specifics of
Processing Personal Data Carried Out
Without the Use of Automation
Tools";

— Order No. 21 of the Federal Service
for Technical and Export Control of
Russia dated February 18, 2013 "On
Approval of the Composition and
Content of Organizational and
Technical Measures to Ensure the
Security of Personal Data During
Their Processing in Personal Data
Information Systems".

1.3.Liability for compliance with the
requirements of the Russian legislation
and local regulations of the Fund in the
PD field shall be borne by the General
Director of Klyukva, Limited Liability
Company, Taxpayer Identification
Number (INN) 7718664219 (hereinafter
referred to as the Organizer).

1.4.These Regulations shall be mandatory for
fulfillment by officials when solving the
problems of ensuring the PD processing
and security.



2 OCHOBHBIE TEPMHUHBI 1
OIIPEJAEJIEHUSA

2 KEY TERMS AND DEFINITIONS

2.1. The following terms and definitions shall
be used in these Regulations:

2.1. B macrosem [Honoxennun
HCTIOJNIL3YIOTCS CIICTYIOIINE TEPMHUHBI 1
OTIpeieIICHUSI:

— wuH(pOpMaIHs U CBEACHUS — information and data (messages)

(cooO1enus1, TaHHbIE) HE3aBUCHMO OT
(hOpMBI HX TIPECTABJICHUS.

JTOKYMCHTHPOBaHHast HHGOpMAIIHS U
3auKCUpOBaHHAs HA MATEPUATEHOM
HOCHUTEJIC TTyTeM JOKYMCHTUPOBAHUS
nH(pOpMaIUs C PEKBU3UTAMH,
MO3BOJISIOIIUMH OIPEICIIUTh TAKYIO
HHGPOPMAIIHIO WA €€ MaTePUATTbHBIH
HOCHUTEIIb.

NEPCOHAIBHBIC JAHHBIC U mrobas
nHpOpMaIHs, OTHOCAIIAACS IPSIMO
HJIM KOCBCHHO K OIIPCACIICHHOMY HUJIA
orpenenseMomMy GU3NIECKOMY JIUILY
(cyOBEeKTy NepCOHANIBHBIX JaHHBIX ),

KOH(UICHIINATEHOCTD MEPCOHATBHBIX
JIaHHBIX U 00sA3aTeIbHOE IS
cOOII0AEHNS Ha3HAYEHHOT'O
OTBETCTBEHHOTO JIUIIA, TIOJTYYUBIIIETO
JOCTYT K MIEPCOHATBLHBIM JJAHHBIM
CyOBEKTOB MEPCOHATBHBIX TaHHBIX,
TpeOOBaHUE HE JIOMYCKaTh X
pacnpocTpaHeHus 6e3 coryacus
CyOBEeKTa WJIM UHOTO 3aKOHHOTO
OCHOBAaHMSI;

onepaTop, roCy1apCTBEHHbIN OpraH,
MYHULIUINIAJIBHBIN OpraH,
IOPUIMYECKOE WK (PU3HUYECKOE JIHIIO,
CaMOCTOSTEIILHO M COBMECTHO C
APYTUMU JIMLAMHA OPraHU3YIOLIUE U
(unm) ocymecTBIsitoLIEe 00pabOTKY
NEPCOHAIBHBIX JAaHHBIX, @ TAKKC
OTIpeIeNIAIONINE eI 00padOTKU
MEPCOHAIBHBIX JaHHBIX, COCTAB
NEPpCOHAIBHBIX JAHHBIX, MOAJICKAIIUX
00paboTke, 1eHCcTBHS (Omepanun),

regardless of the form of their
presentation.

documented information and
information recorded on a tangible
medium by means of registration,
with details that make it possible to
identify such information or its
tangible medium.

personal data and any information
related directly or indirectly to a
specific or identifiable individual
(subject of personal data);

confidentiality of personal data and
the mandatory requirement for the
appointed responsible person who has
gained access to the personal data of
personal data subjects to prevent their
distribution without the consent of the
subject or other legal grounds;

operator, state body, municipal body,
legal entity or individual,
independently or jointly with other
persons arranging and (or) carrying
out the processing of personal data, as
well as determining the purposes of
processing personal data, the
composition of personal data to be
processed, actions (operations)
committed with personal data;



COBEpIIAEMBIE C IEPCOHAIBHBIMU
JTAaHHBIMU;

00paboTKa MepCOHATBLHBIX JAHHBIX
win mo0oe JeicTBre (omepaus) uiu
COBOKYITHOCTbH JIEUCTBUH (Orepanuit),
COBEpIIIAEMBIX C UCIIOJIB30BaHUEM
CPEICTB aBTOMATH3AINU WK 0e3
WCIOJIb30BAHUS TAKUX CPEJCTB C
MEPCOHATBLHBIMH JTAHHBIMH, BKITIOYAsI
cOop, 3ammch, CUCTEMATH3AIIHIO,
HAKOIUICHWE, XpPaHCHHE, YTOYHCHUE
(oOHOBJIEHUE, U3MEHEHHE),
W3BJICYCHHE, NCTIOIB30BaHNE,
nepenavy (pacrpocTpaHeHue,
MpeA0CTaBIICHUE, JOCTYII),
OJIOKMpOBaHUE, YIAJICHNUE,
YHUYTOKCHUE TIEPCOHATBHBIX
JTAHHBIX;

aBTOMAaTH3MPOBaHHAs 00paboOTKa
NIEPCOHAJIBHBIX JaHHBIX 1 00paboTKa
NEPCOHABHBIX JIaHHBIX C TOMOIIBIO
CPEJ/ICTB BBIYUCIUTEIBHON TEXHUKU;

pacnpocTpaHEeHUE NEPCOHATBHBIX
JaHHBIX U JEHCTBUSI, HAIIpaBJICHHBIE
Ha PaCKpbITHE NIEPCOHAIBHBIX JaHHBIX
HEOIpEEIEHHOMY KpYTy JIULI;

IIPEAOCTABIICHHUE IIEPCOHAIBHBIX
JAHHBIX U JEHCTBHUs, HAIIPABICHHBIC
Ha PaCKpBITHE IIEPCOHAIBHBIX JAHHBIX
OINPEJIEIICHHOMY JIULy WU
OIPENIETICHHOMY KpYTY JIML;

OJIOKMPOBAHUE TTEPCOHATBHBIX
JaHHBIX U BPEMEHHOE MPEKpaICHNUE
00paboTKH ePCOHATBHBIX JAHHBIX
(32 UCKJIFOUEHHEM CIIy4aeB, €CIIU
o0paboTka HEOOXOoAMMA JIS
YTOYHCHUS MIEPCOHANBHBIX JaHHBIX);

YHUYTOXKEHUE NIEPCOHANIBHBIX TaHHBIX
U JICUCTBUSA, B PE3yJIbTaTe KOTOPBIX
CTAHOBUTCSI HEBO3MOKHBIM
BOCCTaHOBUTH COZACPIKAHUE

— processing of personal data or any

action (operation) or set of actions
(operations) performed with or
without the use of automation tools
with personal data, including
collection, recording, arrangement,
accumulation, storage, clarification
(updating, changing), retrieval, use,
transfer (distribution, provision,
access), blocking, deletion,
destruction of personal data;

automated processing of personal data
and processing of personal data using
computer technology;

dissemination of personal data and
actions aimed at disclosing personal
data to the general public;

provision of personal data and actions
aimed at disclosing personal data to a
certain person or a certain group of
persons;

blocking of personal data and
temporary suspension of personal data
processing (except when processing is
necessary to clarify personal data);

destruction of personal data and
actions, as a result of which it
becomes impossible to restore the
content of personal data in the



IIEPCOHANIBHBIX JAHHBIX B
MH(POPMALIMOHHOM cucTeMe
MEPCOHAIbHBIX TAHHBIX U (UJIK) B
pe3ysbTaTe KOTOPBIX YHUUTOXKAKOTCS
MaTepHUaJbHble HOCUTEIN
[IEPCOHANIbHBIX JAHHBIX;

— wuH(pOpMaIMOHHAs CUCTEMa
NEPCOHABHBIX IAHHBIX U
COBOKYITHOCTB COJICPIKAILMXCS B
0a3ax TaHHBIX IEPCOHATBHBIX
JAHHBIX U 00ECIICYMBAIOIINX UX
00paboTKy HH()OPMAITMOHHBIX

TEXHOJIOTHH M TEXHUYCCKUX CpCACTB;

— TpaHCIpaHUYHas Iepeaaya
IIEPCOHANIBHBIX JAHHBIX - [Iepeiada
[IEPCOHANIbHBIX JAHHBIX HA
TEPPUTOPUIO0 HUHOCTPAHHOI'O
rocy/1apcTBa OpraHy BJIACTH
MHOCTPAHHOI'O rOCY/1apCTBa,
MHOCTPAaHHOMY (PU3HUYECKOMY JTUILY
WX UHOCTPAHHOMY IOPUIUYECKOMY
JULY.

3 OBPABOTKA ITIEPCOHAJIBHBIX
JTAHHBIX

3.1.IIpuniuner 00pabOTKU IEPCOHATBHBIX
TTAHHBIX

3.1.1.06pabotka I1/]x ocymiecTBisiercs Ha
3aKOHHOW ¥ CIPaBEUIMBOI OCHOBE.

3.1.2.06pabotka I1/]n orpaHnunBaeTcs
JTOCTHKEHUEM KOHKPETHBIX, 3apaHee
OIMPCACIICHHBIX U 3aKOHHBIX ueneixi.

3.1.3.He nonyckaercs oobeuHeHne 6a3
JnaHHbBIX, copepkamux [1/1H, o6paboTka
KOTOPBIX OCYHICCTBIIACTCA B LCIIAX,
HECOBMECTUMBIX MEXITy COOOH.

3.1.4.06pabotke moanexar Toibko [1/1H,
KOTOPBIC OTBEUAIOT IIEISIM UX 00pabOTKH.

personal data information system and
(or) as a result of which personal data
tangible media are destroyed;

— personal data information system and
the totality of personal data contained
in databases and information
technologies and technical means that
ensure their processing;

— cross-border transfer of personal data
- transfer of personal data to the
territory of a foreign state to an
authority of a foreign state, a foreign
individual or a foreign legal entity.

3 PROCESSING OF PERSONAL DATA

3.1.Principles of personal data processing

3.1.1.The PD processing shall be carried out
on a legal and fair basis.

3.1.2.The PD processing shall be limited to
the achievement of specific, predetermined
and legitimate purposes.

3.1.3.1t is not allowed to combine databases
containing PD being processed for purposes
that are incompatible with each other.

3.1.4.0nly PD that meet the purposes of their
processing shall be subject to processing.



3.1.5.Conepxanne u 00beM 3.1.5.The content and scope of the processed

obpabarbiBaeMbIxX I1/[H COOTBETCTBYIOT PD shall correspond to the stated purposes of
3asIBJICHHBIM II€TISIM 00pabOTKH. processing. The PD being processed shall not
Oo6pabareiBaembie [1/1H HE sBISIOTCS be redundant in relation to the stated purposes
M30BITOYHBIMU IO OTHOIICHUIO K of their processing.

3asBJICHHBIM LIEJISIM UX 00pabOTKH.

3.1.6.IIpu o6paboTke nepcoHanbHbIX AaHHBIX 3.1.6.When processing personal data, the
o0ecrieunBaeTcs TOYHOCTh MEPCOHATBHBIX  accuracy of personal data, their sufficiency,

JIAHHBIX, UX JOCTATOYHOCTD, a B and, if necessary, relevance in relation to the
HEO0OXOUMBIX CITyYasx M aKTyaJbHOCTh IO  purposes of processing personal data, shall be
OTHOIICHMIO K LM 00paboTKU ensured. The Organizer shall take or cause the
MEPCOHANBHBIX JaHHBIX. OpraHu3aTop necessary measures to remove or clarify
MIPUHUMAET HEOOXOIUMBbIE MEPHI JTHOO incomplete or inaccurate data.

o0ecreynBaeT UX NPUHATHE N0 yTAICHUIO
WM YTOYHEHUIO HETIOIHBIX WM HETOYHBIX
JAHHBIX.

3.1.7. XpaHeHne nepCcoOHAIBHBIX JaHHBIX 3.1.7.Personal data shall be stored in a form
ocymiecTBisieTcs B popme, mo3poistonieit  that allows determining the subject of
OIIpEeIeNIUTh CYOBEKT MePCOHANBHBIX TaHHBIX, personal data, for no longer than required by
HE JIOJIBIIIE, YeM ITOTO TPEOYIOT HeTN the purposes of processing personal data,
00pabOTKH NEPCOHATBHBIX JaHHBIX, €CIIN unless the period of personal data storage is
CPOK XpaHEHUs IepCOHANBHBIX JaHHbIX He  established by federal law or an agreement
yCTaHOBJIEH (peiepanbHbIM 3aKOHOM WIIH under which the subject of personal data is
JIOTOBOPOM, CTOPOHOH KOTOPOTO, the party, beneficiary or guarantor.
BBIFOZIOIIPUOOPETATENIEM WIIU TIOPYUYHUTENIEM,

110 KOTOPOMY, SIBIISICTCSI CYOBEKT

NEPCOHABHBIX JIaHHBIX.

3.1.8.006pabarbiBaeMble TepcOHATBLHBIC 3.1.8.Personal data being processed shall be
JAaHHBIE YHUYTOXKAIOTCS IO JOCTHKCHHUH destroyed upon achievement of the
1esieil 00pabOTKU MITH B CITy4ae yTpaThl processing purposes or in case of loss of the

HEe0OXOIMMOCTH B JOCTHKEHHH dTUX 1ieneid, need to achieve these purposes, unless
€CJIM MHOE He TpeycMOTpeHo ¢enepanbHbiM otherwise provided by federal law.
3aKOHOM.

3.1.9.11/11 ne packpsiBatotcs TpetbuM Jnnam 3.1.9.PD shall not be disclosed to third parties
1 HE PACIPOCTPAHSIOTCS 0€3 COrIacHs and shall not be distributed without the
cyonekra [1J]H, eciu mHOE HE consent of the PD subject, unless otherwise
npeaycMoTpeHo QenepanbHbiMu 3akoHamu.  provided by federal laws.

3.2.1lesin 00paboTKH NMEPCOHATBbHBIX 3.2.Purposes of personal data processing
JAAHHBIX



Oo6pabotka [111 mpu nmpoBeieHUU PD processing when holding the BRICS
MeponpusTus «Popym Oynymero BPUKC.  Future Forum event shall be carried out in
OO0a4HBIii TOPO OCYLIECTBIIETCS B LEsx: order to:

obecrieyeHust COOTIOICHHS
3aKOHOJATEIbHBIX U HOPMATHUBHBIX
IIPaBOBBIX aKTOB Poccuiickon
denepauuu;

3aIIUThI )KU3HH, 3J0POBbS WU UHBIX
YKA3HEHHO BaKHBIX UHTEPECOB
CyOBEKTOB MEPCOHATBHBIX JIAHHBIX;

MOJTOTOBKH, 3aKJIFOUCHUS,
HCTIOJIHCHUSU
MPEKPAIIEHUSAI0TOBOPOB C
KOHTpareHTamu;

ImoATO0TOBKA, IMOJTYYCHHUEC U aKTUBALlUs
aKKpEIUTAIIMOHHOTO OCiIKa;

IIOJIyYEHUSI BU30BOT'O COIPOBOXKICHUS
JUIsl BbE3/1a B CTPaHy;

o0ecreyeHns MPOIyCKHOTO U
BHYTPUOOBEKTOBOTO PEIKMMOB Ha!

00BEKTax MPOBEACHUSI MEPOTIPHSTHSI
«Dopym Oyaymero BPUKC.
OO6naunbIil TOPOIY;

MEPOIPUATHUAX JEIOBOU U
KYJBTYPHOH IIPOrPAMMBI
MmeponpusTus «Dopym Oyayiiero
BPUKC. O6maunslit ropony,
IIpYE€Max, BbICTaBKax JEJIOBBIX
BCTpeYax;

WH(GOPMHUPOBAHUS TOTCHIIUATBHBIX
YYaCTHUKOB Mepornpusitus «Dopym
oynymero bPUKC. Obnaunbrit
ropoJ» O CPOKAaX M MECTE €ro
MIPOBE/ICHUS;

ensure compliance with the laws and
regulations of the Russian Federation;

protect life, health or other vital
interests of personal data subjects;

prepare, conclude, fulfill and
terminate contracts with
counterparties;

prepare, receive and activate an
accreditation badge;

obtain visa support to enter the
country;

ensure access mode and internal
security policy for:

venues for the BRICS Future Forum
event;

events of the business and cultural
program of the BRICS Future Forum
event, receptions, exhibitions,
business meetings;

inform potential participants of the
BRICS Future Forum event on the
dates and venue of its holding;



— reserve seat for regular participants of
the BRICS Future Forum event.

— Ppe3epBUPOBAHUS MECT IS
MOCTOSIHHBIX Y4aCTHHKOB
MmeponpusTus «Dopym Oyaymiero
BPUKC. O6maunsbrit ropoy.

3.3. [lepeuennb cy0ObekToB nepcoHadbHbIX 3.3. List of personal data subjects
JMAHHBIX

B xozne npoBenenust mepornpusatust «Popym  During the BRICS Future Forum event the
oyaymero BPUKC. O6naunsiii ropoa» following categories of PD subjects shall be

OCYIIECTBIISIETCSI 00pabOTKa CIIEAYIOIINX processed:
kareropuii cyorexros [1/1H:
— coTtpyanuku Opranusaropa; — employees of the Organizer;
— COTPYJIHUKH KOHTPAareHTOB; — employees of counterparties;
— TIpPEeACTAaBUTENHN CPEICTB MaCCOBOU — representatives of the media;
unpopmanuu (CMN);
— YYacCTHUKU (TIOCETUTEIN) — participants (visitors) of the BRICS

MeponpusTas «Popym Oy Ty1iero Future Forum event.

BPUKC. O6maunsbrit ropoy.

3.4. Ilepeuyenb oOpadaTbIBaeMbIX
MePCOHAIbHBIX TAHHBIX

3.4.List of personal data being processed

The list of PD being processed shall be
OIIPEJIENIAETCS] B COOTBETCTBUU C YUETOM determined in accordance with the purposes
nesneit 00padoTku I1/1H, ykazaHHBIX B of PD processing specified in these
HacrosimeM [lonoxennu, u BkmouaeT B ceds1 Regulations, and shall include the following
CIIEYIOIINE JaHHbIE: data:

[Tepeuens oOpabaTeiBaembix [1/]0

II0JI;
roJl, MECsll, JaTa U MECTO POKJICHUS;

CBHJICTEIILCTBO O MPaXKIAaHCTBE (TIpU
HEO0OXOIMMOCTH);

PEKBU3UTEL JOKYMEHTA,
YAO0CTOBEPSIOIIETO JIMYHOCTh (Cepusi,
HOMep, KEM U KOraa BbIAaH
JIOKYMEHT);

— (amMunusl, UM, OTYECTBO; — surname, name, patronymic;

gender;
year, month, date and place of birth;

certificate of citizenship (if
necessary);

details of the identity document
(series, number, issuing authority and
issue date);



QJICKTPOHHAA KOIUA JOKYMCHTA,
YJIOCTOBEPSIOLIETO JINYHOCTS (cepus,
HOMCpP, KEM U KOIr'/ila BbIAaH
JOKYMEHT);

aznpec (hakTUYECKOro Mecra
MIPOKUBAHUS U PETUCTPAIUU 11O
MECTY >KUTEJIbCTBA U (UJTK) IO MECTY
npeObIBaHuS;

HOMepa Telle(hOHOB (JOMAITHUHN 1
MOOUJIbHBIN);

¢dororpadus;

CBEJICHUS O MecTe pabOThI/yueOsl;

aJpecC IEKTPOHHOM MOYTHI;

3.5. Cpoku 00padoTKH MepPCcOHATBHBIX
JTAHHBIX

O6pabotka [1/11 ocymecTBaseTCs 10
JOCTMXKCHUS ITOCTABJIICHHBIX ueﬂeﬁ
00pabOTKH NEPCOHATBHBIX JaHHBIX, €CIIN
CpoK 00pabOTKU NIEPCOHATBHBIX JaHHBIX HE
yCTaHOBJICH (pe/iepabHbIM 3aKOHOM WJIH
JOrOBOPOM, CTOPOHO# KOTOPOTO,
BbIFOHOHpHOGpeTaTeHeM HJIU MTOPYUUTCIICM,
110 KOTOPOMY, SIBIISIETCS] CYOBEKT
NECPCOHAJIbHBIX JaHHBIX.

3.6.YcaoBust 00padoTKH NMEepCOHATbHBIX
JAAHHBIX

3.6.1.06pabotka I1/]x ocymecTBusercs ¢
COOJIFO/ICHHEM TIPUHIIUIIOB U MIPAaBHII,
npeaycMoTpeHHbIX DesepanbHbIM 3aKOHOM
ot1 27.07.2006 Ne 152-®3 «O nepcoHaIbHbBIX
naHHbIX» (nanee — O3 «O nepcoHaIbHBIX
JTAHHBIX»).

3.6.2.06pabotka I1/]x ocymecTBusercs ¢
cornacus cyonsekra [/l Ha 00paboTKy ero
IT1n.

electronic copy of the identity
document (series, number, issuing
authority and issue date);

address of the actual place of
residence and registration at the place
of residence and (or) place of stay;

phone numbers (home and mobile);

photograph;

information about the place of
work/study;

e-mail;

3.5. Timeline of personal data processing

PD shall be processed until the achievement
of the set goals of personal data processing,
unless the period for processing personal data
is established by federal law or an agreement
under which the subject of personal data is
the party, beneficiary or guarantor.

3.6.Terms and conditions for personal data
processing

3.6.1.PD shall be processed in compliance
with the principles and rules provided for by
Federal Law No. 152-FZ "On Personal Data"
dated July 27, 2006 (hereinafter referred to as
the Federal Law "On Personal Data").

3.6.2.PD shall be processed with the consent
of the PD subject to the processing of his/her
PD.



3.6.3.0pranu3zaTop BIIpaBe MOPYUYUTH
ob6pabotky I1/IH npyromy nuiry ¢ coriacus
cyonekra [1J]H, eciu uHOE HE
IPeyCMOTPEHO (esiepaibHbIM 3aKOHOM, Ha
OCHOBAHHUU 3aKJII0YAEMOT0 C 3TUM JIUIIOM
JIOTOBOpA (J1aj1ee — MOpydYeHHUE OrepaTopa).

JIumno, ocymectaistoniee 0opadorky I1/Ix mo
MIOPYUYEHUIO ornepaTopa, 00s3aHO COOII0AaTh
NPUHIUIE 1 1enu oopadortku 11/1H,
peyCMOTpeHHbIe HacTosmuM [lonoxennem
1 O3 «O nepcoHaJIbHBIX JaHHBIX». B
MOPYYECHHUHU OTIEPATOPa OMPECIIAIOTCS
nepeveHs aecTeuil (onepanuit) ¢ [11H,
KOTOpBIE OyIyT COBEPILATHCS JHIIOM,
ocymecTBisitonM o0padotky I1/1H, n nenu
00paboTKH, yCTaHABIMBACTCS 00SI3aHHOCTD
TaKOTO JIMLA COOI0IATh
koH(puaeHmansHocTh [1/1H 1 obecrneunBaTh
6e3onacuoctsb [1/1H mpu ux oOpabotke, a
TaK)X€ YKa3bIBAIOTCS TPEOOBAHMS K 3aIUTE
obpabateiBaeMbIX [1/[H B COOTBETCTBHH CO
ctarbeil 19 @3 «O nepcoHaNbHBIX JAHHBIXY.

3.7.Cnoco0b1 00padoTKH MepPCOHAJBHBIX
JAAHHBIX

3.7.1.06pabotka I1/1x ocymecTBusieTcs
ITyTeM aBTOMATHU3UPOBAHHOM U
HEaBTOMATU3UPOBAHHOM (CMEIIAHHOMN )
00paboTKH EPCOHABHBIX JaHHBIX.

3.7.2.Tpancrpanuunas nepenava [1J[n ne
OCYILIECTBIISACTCS.

3.6.3.The Organizer shall have the right to
entrust the processing of PD to another
person with the consent of the PD subject,
unless otherwise provided for by federal law,
on the basis of an agreement concluded with
this person (hereinafter referred to as the
operator's instruction). A person processing
PD on behalf of the operator shall comply
with the principles and purposes of PD
processing provided for by these Regulations
and the Federal Law "On Personal Data". The
operator’s instruction shall determine a list of
actions (operations) with PD that will be
performed by the person processing the PD
and the purposes of processing, establish the
obligation of such a person to maintain the
PD confidentiality and ensure the PD security
during their processing, and shall also specify
the requirements for protecting the PD being
processed in accordance with Article 19 of
the Federal Law "On Personal Data".

3.7.Methods of personal data processing

3.7.1PD shall be processed through
automated and non-automated (mixed)
processing of personal data.

3.7.2.No cross-border transfer of PD shall be
carried out.

3.8.Ilepeyens neiicTBuii, ocymectnisiembix 3.8.List of actions performed with personal

C MEPCOHAJTBHBIMHA JAHHBIMU cyﬁ'beKT()B

O0paboTKka MepcoHaIbHBIX TaHHBIX
BKJIFOUAET B ceOst cOOp, 3amuch,
CUCTEMAaTH3AIHIO, HAKOIUJICHHUE, XpaHEHUE,
yTo4HeHHE (0OOHOBJICHUE, N3MEHEHHUE),
W3BJICYCHHE, UCTIONB30BaHUE, IEpeaavy
(mpenocTaBieHue, 10CTyM), OJIOKUPOBAHKE,
yaanenue, yanutoxxenue [1/1H.

data of subjects

Personal data processing shall include the
collection, recording, arrangement,
accumulation, storage, clarification (updating,
changing), retrieval, use, transfer (provision,
access), blocking, deletion, destruction of PD.



3.9.IlpaBa cy0beKTa nNepcoHaIbHBIX
JMAHHBIX

3.9.1.Cy6nektol [1/1H umeroT npaBo Ha
MoJIy4yeHre NHPOPMaLIMH, Kacarouencs
00pabOTKH €ro MepCcoOHAIbHBIX JaHHBIX, B
TOM YHUCJIE COAECPKAILCH:

noATBepkaeHue dakra o0paboTKH
NEPCOHAIBHBIX JAHHBIX OIICPATOPOM;

IIPaBOBLIC OCHOBAHUA 1 LCJIINU
00pabOTKH ePCOHABHBIX JAHHBIX;

LCJIM U NPUMCHACMBIC OIICPATOPOM
croco0bl 00pabOTKH TIEPCOHATBHBIX
JIAaHHBIX;

HAaMMEHOBAHHME U MECTO HAXOXKJICHHS
oreparopa, CBEJCHHUs O JIHLax (3a
UCKJIIOUEeHUEM pabOTHUKOB
oreparopa), KOTOPbIE UMEIOT TOCTYII
K MIEPCOHATIBHBIM JTAHHBIM HJIH
KOTOPBIM MOTYT OBITh PACKPBITHI

NEpCOHAILHBIC JAHHBIC HA OCHOBAHUH

AO0TroBOpa € OIICpaTopoM HJIM Ha
OCHOBAaHUU q)ellepaJIBHOI‘O 3aKOHa,

oOpabaTbIBacMble IIEPCOHATIBHBIE
JaHHBIC, OTHOCAIIIUECCA K
COOTBETCTBYIOLIEMY CYOBEKTY

NEPCOHANIBHBIX JAHHBIX, HCTOYHUK UX

IMOJIyUCHUA, €CIIN HHOHU MMOPAA0K
MMpEACTABJICHUA TAKUX JAHHBIX HE
peIycMOTpeH (enepaibHbIM
3aKOHOM;

Cpoku 00pabOTKH NIEPCOHATBHBIX
AAaHHBIX, B TOM YHUCJIC CPOKH UX
XpaHEHHUS,

MOPSIOK OCYIIECTBICHUS CYObEKTOM
MEPCOHANBHBIX JTAHHBIX MPaB,
npeaycMoTpeHHbIx O3 «O
MEPCOHANBHBIX JTAaHHBIX);

nH(OPMAIIHIO O MPEATOTAraeMoM
TPaHCTPAHUYHOM Iepelave JaHHbIX;

3.9.Rights of personal data subject

3.9.1.PD subjects shall have the right to
receive information regarding the processing
of their personal data, including information
containing:

confirmation of the fact of processing
personal data by the operator;

legal grounds and purposes for
processing personal data;

purposes and methods used by the
operator for processing personal data;

the name and location of the operator,
information about persons (excluding
employees of the operator) who have
access to personal data or to whom
personal data may be disclosed on the
basis of an agreement with the
operator or on the basis of federal
law;

personal data being processed that
relate to the relevant subject of
personal data, the source of their
receipt, unless a different procedure
for the provision of such data is
stipulated by federal law;

timeline of personal data processing,
including the period of their storage;

procedure for the exercise by the
personal data subject of the rights
provided for by the Federal Law “On
Personal Data”;

information on the supposed cross-
border data transfer;



— HAWMEHOBAaHHE WIH (PaMIITUIO, UMS,
OTHYECTBO H aJIpEC JIUIIA,
OCYIIECTBIISIOLIET0 00paboTKy
MEPCOHAIBHBIX JAHHBIX I10
MOPYYEHHIO OIIepaTopa, eCiu
o0paboTka mopyueHa uiu Oyaer
[IOpy4Y€Ha TAaKOMY JIULLY;

WHBIE CBEJICHUS, TPETYyCMOTPEHHbBIE
@3 «O nepcoHaNbHBIX TAHHBIX)» WU
npyrumu (heaepanbHbIMUA 3aKOHAMHU.

3.9.2.I1paBo cyowekra [1/[H HA TOCTYII K €ro
[1/1H MOXeT OBITh OrpaHHYEHO B

— name or surname, name, patronymic
and address of the person who
processes personal data on behalf of
the operator, if the processing is or
will be entrusted to such a person;

other information provided for by the
Federal Law "On Personal Data" or
other federal laws.

3.9.2.The right of a PD subject to access
his/her PD may be restricted in accordance

COOTBETCTBUHM ¢ (henepanbHbiMu 3aKoHaMu, B with federal laws, including if the PD
TOM uucie eciu noctyn cyobekra [1/1H k ero subject's access to his/her PD violates the
[1/1n HapymaeT mpaBa U 3aKoHHbIE HHTEpecH! rights and legitimate interests of third parties.

TPETHUX JIULL.

3.10.ITopsiiok 00padOTKH MEPCOHAIBHBIX
JTAHHBIX

3.10.1.Mcrounuku nonydenus [1/1n:
— cyowexr [1/]H;

— 3aKOHHBIN MMPEJICTaBUTEh CYOBEKTa
IT1n.

3.10.2.0OpranusaTop He UMEeT MpaBa
noJry4yatb U o0pabareiBath [1/H cyObekra
[1/I1 0 ero pacoBoii, HAUMOHAJIBLHOU
MIPUHAIIIC)KHOCTH, TOJIMTHYECKUX B3TIISIAX,
PETUTHO3HBIX WIH HUITOCOHCKUX
yOeXKIeHUSIX, MHTUMHOM JKU3HU.

3.10.3.B cnydae ucnonb30BaHUs 1715
nonyuyerus [1/IH ¢popm, pacmonokeHHbIX Ha
MHTEpHET-canTe Meponpusatus «Popym
oynymero bPUKC. Obnaunbrit ropomy»:

— OCYIIECTBISETCS BO3MOKHOCTh
OeCIPEeATCTBEHHOTO 03HAKOMJICHHSI
cyonekra [1/1H ¢ [Tonmoxxenuewm,
OMPCACIIAOIINM HTOJUTUKY
00paboTKH ePCOHATBHBIX JAHHBIX
XXVI [lerepOyprckoro

3.10.Personal data processing procedure

3.10.1.Sources of obtaining PD:
— PD subject;

— legal representative of the PD subject.

3.10.2.The Organizer shall not have the right
to receive and process the PD of the PD
subject about his/her race, nationality,
political views, religious or philosophical
beliefs, intimate life.

3.10.3.In the case of using the forms located
on the website of the BRICS Future Forum
event to obtain PD:

— there is an opportunity for the PD
subject to familiarize himself/herself
freely with the Regulations
determining the personal data
processing policy of the XX VI St.
Petersburg International Economic
Forum;



Mexcz[yHapo,uﬂoro SKOHOMHNYCCKOI'O
dopyma;

[111 mepenarotcst Ha 06pabOTKy
TOJIBKO IOCTIE MOJTyUEHHsI COTIaChs
cyobekra I1]]n Ha 00paboTKy ero
I1/1H, myTem npocTaBieHUs
COOTBETCTBYIOIIETO 3HaKa (TaJI0YKH)
B (hopMe perucTpanum Ha
COOTBETCTBYIOLICH CTPAHULIE
MHTEpHET-CaiiTa MEPOIIPHUATHUS
«Dopym Oyaymero BPUKC.
OO0nauHbIl TOPOIY.

3.10.4. Opranun3zarop nosyyaer IT/{1 ot
CaMoro cyOobeKTa Ui €ro IpeACcTaBUuTes,
[10CJIE TIOJyYEHUS OT TAaKOT0 CyObeKTa WU
€ro MPEeJICTABUTEINSI, COTJIACHS Ha 00pabOTKy
ero [I/1H, eciiu ©”HOE HE OTOBOPEHO
JEHCTBYIOIMM 3aKOHO/1aTEIbCTBOM
Poccuiickoit ®enepanuu.

3.10.5. O6pabotka I1JIa moxer
OCYHICCTBJIATHCA UCKIIIOYUTCIIBHO B LCIIAX,
YKa3aHHBIX B II. 3.2. HACTOSILIETO
[Tonoxenus.

3.10.6. I1/Ta cyObexToB 00pabaThIBAIOTCS U
XpaHATCA B UHPOPMALMOHHOM CUCTEME
MEPCOHATIBHBIX JAHHBIX MEPOIIPHUATHUS
«Dopym Oyaymero BPUKC. O6maunbrit
ropo».

3.10.7. Ilonb3oBaTensaM HHPOPMALMOHHOM
CUCTEMBI IIEPCOHAIIBHBIX JAHHBIX
meponpustus «Dopym 6yaymero BPUKC.

— PD shall be transferred for processing
only after obtaining the consent of the
PD subject to the processing of his/her
PD, by putting the appropriate sign
(tick) in the registration form on the
corresponding website page of the
BRICS Future Forum event.

3.10.4. The Organizer shall receive PD from
the subject himself/herself or his/her
representative, after receiving from such
subject or his/her representative of the
consent to the processing of his/her PD,
unless otherwise provided by the applicable
laws of the Russian Federation.

3.10.5. PD may be processed solely for the
purposes specified in Clause 3.2. hereof.

3.10.6. PD of the subjects shall be processed
and stored in the personal data information
system of the BRICS Future Forum event.

3.10.7. The users of the personal data
information system of the BRICS Future
Forum event shall be prohibited to record and

OO0nauHbIi TOPOIY» 3aMpeleHo 3aMuChBaTh U store information containing personal data on

XpaHUTh Ha BHEIIHUX (OTUYKIAEMBIX )
HOCHTEISX UH()OPMAIIHIO, CONCPIKAIYIO
[IEPCOHAJIbHBIE IaHHBIE.

3.10.8. IIpu npuHATUY pelICHUH,
3aTparuBaroIIKUX UHTEpech cyonekra I1]1H,

external (alienable) media.

3.10.8. When making decisions affecting the
interests of the PD subject, the Organizer

Opranuzarop He umeet npasa ocHoBbIBaThCs shall not have the right to rely on personal

Ha NCPCOHAJIBHBIX JAHHBIX, IMOJTYYCHHBIX
HUCKIIIOYHUTECIIBHO B PE3YJIBTATC UX
aBTOMATH3HPOBAHHOM 00pPabOTKH.

data obtained solely as a result of their
automated processing.



3.10.9. Ilpu nepenaue [1In Opranuzarop
00s13yeTcst COOIOAATH CIETYIOIIHE
TpeOOBaHUSI:

— He co00IIaTh NEPCOHANIbHBIE TaHHbBIE
CyOBEeKTa MePCOHAIBHBIX JAHHBIX
TpeTbel CTOPOHE Oe3 ero coriacus, 3a
HCKITIOYEHUEM CITy4aeB, KOTa 3TO
HE00XO0IUMO B LIEJISAX
MIPEIYIPEKACHUS YTPO3BI KUZHU U
310POBBIO CYOBEKTA MEPCOHATBHBIX
JAHHBIX, & TAKXKE B CITydasX,
YCTaHOBJICHHBIX (peliepabHBIMH
3aKOHAMU;

MPEeIyNPEIUTh JIUII, TTOTYIUBIIHX
MEPCOHATBHBIE IaHHBIC CYOBEKTa
MEPCOHANBHBIX JAaHHBIX, O TOM, YTO
9TH JIaHHBIC MOTYT OBIThH
WCIOJIb30BAHBI JIUIIb B HETSX, IS
KOTOPBIX OHU COOOIIEHBI, U
TpeOOBaTh OT ITUX JIUIT
MOATBEPKICHUS TOTO, UTO 3TO
MIPAaBUJIIO COOJIIOICHO.

3.10.10. B ciy4ae BbIsiBIEHUS
HENIPaBOMEPHBIX JEHCTBUH C
[IEPCOHAIBHBIMU JJaHHBIMU Opranuszarop
00513aH YCTPaHUTD JOMYIICHHbIC HAPYIICHHS.
B cinyuae HEBO3MOXHOCTU yCTpaHEHHUS
JIOIYIIEHHBIX HapyleHuid, Opranuzarop, B
CpPOK, He TpeBbIIaromuii 3 (Tpex) padbounx
JTHEH ¢ JaThl BBISIBICHUS HEIIPABOMEPHOCTHU
JEICTBUI € IEPCOHAIbHBIMU JIAHHBIMH,
00513aH YHUUTOXXUTH TaKHE TIEPCOHAIBHBIC
JTaHHBbIE.

3.10.11. O6 ycTpaHeHUU TOMYIIEHHBIX
HAPYIICHUHA WU 00 YHUYTOKCHUH
MePCOHANBHBIX JaHHBIX OpraHu3aTop 00s3aH
YBEJIOMUTH CYOBEKT MEPCOHATBHBIX JTAHHBIX,
a B ciIydae, eciii oOpalleHue Win 3arpoc
OBLTH HAIIPABJICHBI YIIOJTHOMOYSHHBIM
OpTaHOM IO 3alIHUTE MPaB CyObEKTOB
MEPCOHATBHBIX TAHHBIX, TAKIKE YKA3aHHBIH
opras.

3.10.9. When transferring PD, the Organizer
shall comply with the following
requirements:

— not disclose the personal data of the
personal data subject to a third party
without his/her consent, except when
it is necessary in order to prevent a
threat to the life and health of the
personal data subject, as well as in
cases established by federal laws;

warn persons who have received the
personal data of the personal data
subject that these data can only be
used for the purposes for which they
are reported, and require these persons
to confirm that this rule has been
observed.

3.10.10. In case of revealing illegal actions
with personal data, the Organizer shall
eliminate the committed violations. If it is
impossible to eliminate the committed
violations, the Organizer shall, within a
period not exceeding three (3) business days
from the date when the illegal actions with
personal data are detected, destroy such
personal data.

3.10.11. The Organizer shall notify the
subject of personal data of eliminating
violations or destruction of personal data, and
if the authorized body for the protection of
the rights of personal data subjects sent the
appeal or request, The Organizer shall notify
the specified body.



3.10.12. [lepconanbHbIe JaHHbIE 3.10.12. Personal data shall be destroyed in

YHUYTOXKAIOTCS B CITydasx: the following cases:
— JOCTHXCHHS 1IeJIei 00paboTKu — achieving the purposes of personal
MEPCOHATBHBIX JTAHHBIX; data processing;
— OT3bIBa CyOBEKTOM MEPCOHATBHBIX — withdrawal by the personal data
JTAHHBIX COTTIACHs Ha 00paboOTKyY subject of consent to the processing of
CBOUX MEPCOHAIBHBIX JTAHHBIX. his/her personal data.

4 3AIIIUTA NTEPCOHAJIBHBIX 4 PROTECTION OF PERSONAL DATA

JAHHBIX CYBBEKTOB OF SUBJECTS
4.1. OcHOBHBIE MepONIPUATHS 11O 4.1. Key measures to ensure the security of
o0ecrneyeHUI0 6€30NMACHOCTH personal data

MEPCOHAJTBHBIX JAHHBIX

4.1.1. O6ecneuenue 6e3onacuoctu I1/{n mpu 4.1.1. Ensuring the security of PD during

X 00paboTKe JOCTUTACTCS IMTyTEM their processing shall be achieved by
MCKITIOYCHHS] HECAHKIIMOHUPOBAHHOTO, B ToM excluding unauthorized, including accidental,
4yuclie ciydaitHoro, nocrymna k [11H, access to PD, which may result in the
pE3yJIbTaTOM KOTOPOI'O MOXKET CTaTh destruction, modification, blocking, copying,
YHUUTOXXEHUE, n3MeHeHue, Ookupoanne, distribution of PD, as well as other
KoIupoBaHue, pacnpoctpanenue [1/1x, a unauthorized actions with PD.

TaKX€ UHbIC HECAHKLIMOHUPOBAHHBIE
nevictus ¢ I1/1H.

4.1.2. Meponpustus 1o 00ecreyeHIIo 4.1.2. Measures to ensure the security of PD
6e3onacuoctu [1/H onpenenstorcs B shall be determined depending on the level of
3aBUCHMOCTH OT YPOBHSI 3aIUILEHHOCTU protection of personal data in PDIS, taking
nepconanbHbIX AaHHBIX B ICIT/IH ¢ yueToM into account the possible emergence of
BO3MO>KHOI'O BO3HUKHOBEHHUS YIPO3 threats to the vital interests of the individual,

KHU3HEHHO BaKHBIM MHTEpECaM JIMYHOCTH,  society and the state.
o0IecTBa U rocy/1apcTBa.

4.1.3. Peanmsyrotcst Mephl, HarnpaBlieHHbIC Ha 4.1.3. Measures are being implemented aimed
BEITIOJTHEHNE TPeOOBaHUH, YCTAaHOBIIEHHBIX  at meeting the requirements established by

@3 «O nepcoHaIbHBIX TaHHBIX»: the Federal Law "On Personal Data":

— monydeHue cornacuii cyorektoB [IJ[n  — obtaining consents from PD subjects
Ha 00paboTky ux [1/1H, 3a for the processing of their PD, with
UCKITIOYCHHUEM CITy4acs, the exception of cases provided for by
IIPEyCMOTPEHHBIX the legislation of the Russian
3aKOHOIaTeJILCTBOM Poccuiickoi Federation;
denepauuu;

— Ha3HAYCHHE OTBETCTBEHHOTO 32 — appointment of a person responsible

opranusanuio oopadotku [1/1H; for arranging PD processing;



Ha3HAYCHUE OTBETCTBEHHOTO 32
obecneuenue 6e3omacuoctu [1/1H;

HpUHATHE JOKaNbHBIX [1/1H;

MPUMEHEHUE TIPABOBBIX,
OpPraHU3AIMOHHBIX U TEXHUYECKHUX
ITJTH B COOTBETCTBUM C
TpeboBanusaMU K 3amure [1/1H;

OCYILIECTBIICHHE BHYTPEHHETO
KOHTPOJISI COOTBETCTBHSI 00pabOTKH
[111 3 «O nepcoHaNbHBIX TAHHBIX)
Y IPUHATHIM B COOTBETCTBHH C HUM
HOPMATUBHBIM MPABOBBIM aKTaM,
TpeboBanuaM Kk 3amure [1/1H,
nosnutuke Opranuzaropa B
otHowmeHuu oopadotku I1/1H, a Taxke
JIOKAJIbHBIM HOPMATHBHBIM aKTaM
Opranuzaropa B o01actu 00paboTKH
v 3auuThl 11/1H;

OCYIIECTBIICHUE OLIEHKU Bpena,
KOTOPBIN MOXKET ObITh IPUYMHEH
cyobekram I1J1H B cimyyae HapyIieHus
O3 «O nepcoHANIbHBIX TAHHBIXY;

O3HAKOMJICHHUE JIHII,
HETMOCPECTBEHHO OCYIIECTBIISIOIINX
obpabotky I1/1H, ¢

MIOJIOKEHUSAMH 3aKOHOAATEIbCTBA
Poccuiickoit ®enepanuu o [1/1H, B
TOM YHCJI€ TPEOOBAHUSIMH K 3aIUTE
[TIn, tToxymeHTaMu,
OIIPEICIISIONUMH MTOJUTHKY B
otHowmeHnu oopadotku I1/1H,
JIOKaJIbHBIMU HOPMATHBHBIMH aKTaMHt
o BorpocaM 00paboTKu
MEPCOHATIBHBIX JaHHBIX;

y4ET MallMHHBIX Hocutenen [1/1H;

MPUMEHEHUE MEP IS
BoccraHoBneHus [1/1H,
MOIII/I(bI/II_[I/IpOBaHHbIX 1781071
YHUYTOKCHHBIX BCJIICACTBHUC

— appointment of a person responsible

for ensuring the PD security;

acceptance of local PD;

application of legal, organizational
and technical PD in accordance with
the requirements for PD protection;

implementation of internal control for
compliance of PD processing with the
Federal Law "On Personal Data" and
regulations adopted in accordance
therewith, requirements for PD
protection, the Organizer's policy
regarding PD processing, as well as
local regulations of the Organizer in
the field of PD processing and
protection;

assessing the harm that may be caused
to PD subjects in the event of a
violation of the Federal Law "On
Personal Data";

familiarization of persons directly
involved in PD processing with
the provisions of the Russian
legislation on PD, including the
requirements for PD protection,
documents determining the policy
regarding PD processing, local
regulations on personal data
processing;

accounting of PD machine media;

taking measures to restore PD
modified or destroyed due to
unauthorized access thereto;



HECAHKIIMOHUPOBAHHOIO JI0CTYyIIA K
HUM;

XpaHCHUC MAaTCPpHUAJTIbHBIX HOCUTEIIEH
I111 ¢ cobmroneHreM yCIoBUH,
obecrieunBaroImux coxpanHocts [1/[H
1 UCKITFOYAKIIUX
HECAaHKIMOHUPOBAHHBIN JOCTYII K
HUM;

YCTaHOBJIEHHE 3alpeTa Ha Iepeiavy
I1/IH 110 OTKPBITBIM KaHaIaM CBS3H 3a
IIpe/ieIibl KOHTPOJIUPYEMO 30HBI Oe3

IIPUMEHEHUS YCTAHOBJIEHHBIX MEp I10
obecnieuenuto 6ezonacHoctu [1/1H.

HOPMATUBHBIX aKTOB B O6HaCTI/I
00pabOTKH ¥ 3aIIUTHI.

4.2. Mepbl 3a1IUTHI IEPCOHAJIBHBIX
AAHHBIX

4.2.1. PazrpanuueHue MoJIHOMOYUHN JOCTYIIA

— storage of PD tangible media in
compliance with conditions that
ensure PD safety and exclude
unauthorized access thereto;

establishing a ban on PD transmission
via open communication channels
outside the controlled area without
applying the established measures to
ensure PD security.

regulations in the field of processing
and protection.

4.2. Personal data protection measures

4.2.1. Delimitation of access rights to

K IIEpPCOHAJIBLHBIM JTaHHBIM, 0OpabaTsiBaeMbIM personal data processed in the personal data

B MH()OPMAIIMOHHOW CUCTEME MTePCOHATBHBIX
JTaHHBIX Mepornpustus «Popym Oyaymiero
BPUKC. O6maunsbrit ropoy.

4.2.2. Jlns 3a1uThl BXOJa Ha
aBTOMATH3HPOBAHHOE paboyee MECTO
MIPUMEHSIFOTCS JIOTUH U TapOJib,
WHINBUAYATbHBIC IS KaXKI0TO
MOJIb30BaTENs. 3alUTa OT
HECaHKIIMOHHPOBAHHOTO JJOCTYyTIa
OCYIIECTBIISIETCS C HCIIOIH30BAHUEM
CpeACTBa 3alIUTHI HHPOPMALIUH.

4.2.3. J1nsa 3ammthl ©HGOPMAIIMOHHON
CUCTEMBI IIEPCOHAIBHBIX JaHHBIX
meponpustus «Dopym 6yaymiero BPUKC.
OO6nauHbIi TOPO» OT BPEITOHOCHBIX
[IPOrpaMM IIPUMEHSETCS CPEACTBO
AHTUBHUPYCHOU 3aILMTBHI.

4.2.4. JIns 3aiuThl CETEBOM
uHppacTpykTypsl OpraHnuszaropa npu

information system of the BRICS Future
Forum event.

4.2.2. To protect the entrance to the
workstation, a login and password shall be
used that are individual for each user.
Protection against unauthorized access shall
be carried out using the information security
tool.

4.2.3. To protect the personal data
information system of the BRICS Future
Forum event, anti-malware tool shall be used
for anti-virus protection.

4.2.4. To protect the Organizer's network
infrastructure during inter-network

ME)KCETEeBOM B3aMMO/JICHCTBUN NPUMEHSIOTCA interaction, multifunctional devices shall be

MHOTO()YHKIIHOHAJIbHBIE YCTPOICTBA,
BKJIFOUAIOIIUE B ce0s1 MEXKCETEBOI IKpaH,

used, including a firewall, an intrusion



CpeICTBO OOHAPYKEHUSI BTOPKEHHH, a Takxke detection tool, and a tool for building VPN
cpenctBo noctpoerust VPN-kaHanos. channels.

5 ARRANGEMENT OF WORK ON
PROTECTION

5 OPTAHU3ALMS PABOT IO
3AININUTE TIIH

5.1. PaGots! no 3amute 1110 y
Opranusaropa OpraHu3yo0TCs ¢ yI4ETOM
CJICAYIOUINX OCHOBHBIX TPUHIIUIIOB!

5.1. Work on PD protection at the Organizer
shall be arranged taking into account the
following basic principles:

yuer [1/1H;

KOMIUIEKCHBIN MOAXO0J K IOCTPOEHUIO
cucremsl 3auThl [1/1H;

o0ecrieyeHre 3aIuThl Ha BCEX dTarax
obpabotku I1/]H 1 BO Bcex pexumax
¢dbynakiuonuposanus UCII/IH, B Tom
YHCIIe TP MIPOBEACHUU PEMOHTHBIX U
periaMeHTHBIX padoT;

obecrieyeHne HeoOX0IUMOTO YPOBHS
3amuThl [1/1H npu MUHHMaIBHBIX
3arparax;

WCIOJIb30BAHUE CPEICTB 3aIHTHI, HE
YXYAMAIONUX CYIeCTBEHHO
OCHOBHBIC XapaKTEPUCTUKU
MH(OPMAIIMOHHON CUCTEMBI
MEPCOHATBHBIX JTAHHBIX;

obecrieyeHne KOHTPOIIS
3¢ (HEKTUBHOCTHU CPEJICTB 3AIIUTHI
IT1n.

TpeOOBaHUI PYKOBOISIINX
JIOKyMEHTOB 110 00ECIICYEHHIO
0€301aCHOCTH.

5.2. HenocpeactBeHHOE PYKOBOACTBO
paboTaMu MO CO3aHMIO, IKCIUTyaTalluH U

PD recording;

integrated approach to building a PD
protection system;

ensuring protection at all stages of PD
processing and in all modes

of PDIS functioning, including during
repair and maintenance work;

ensuring the required level of PD
protection at minimal cost;

use of protection means that do not
significantly impair the main
characteristics of the personal data
information system;

ensuring control over the
effectiveness of personal data
protection means.

requirements of governing documents
on ensuring safety.

5.2. Direct management of work on the
creation, operation and improvement of the

COBEpIIICHCTBOBaHUIO cucTeMbl 3amuThl [1/1H personal data protection system at the Cloud
Ha MeponpuaTuu «O6IauHbINA TOPOI. City.

5.3. «®@opym Oyaymero BPUKC. O6naunsiii 5.3. BRICS Future Forum event shall be
rOpoa» OCYIIECTBISIET OTBETCTBEHHBIN 3a  carried out by the person responsible for
obecnieuenue 6e3onacuoctu [1/1H. ensuring PD security.



5.4. Ilpu opranu3anyu 1 BeiodHeHUH padoT 5.4. When arranging and performing work on

o 3amute I1/IH HeoOxoauMo
PYKOBOJCTBOBAThCS JEHCTBYIOIUMU
3aKOHAaMH, IIOCTaHOBJICHUSAMH,
PYKOBOJSIIMMH JOKYMEHTAMU 110 3alllUTe
[1/1H, a Takxke TpeOOBAHUSIMHU HACTOAIIETO
[Tonoxenus.Opranuzaiust BbIIOIHEHUS
paboT 1o ycTaHOBKe, HACTPOWKE U BBOJY B
9KCILTYaTalUo IPOrPaMMHBIX U
[IPOrPaMMHO-AIIAPATHBIX CPEICTB 3ALUTHI
[1/11, pa3paboTKe OpraHU3aIMOHHBIX MEP IO
3amure [1/IH 1 KOHTPOJIIO 32 COCTOSIHUEM
cucteMbl 3auThl [1/1H B H”HPOpPMALIMOHHOM
CUCTEME IIEPCOHAIbHBIX JaHHBIX
meponpustus «Dopym 6yaymiero BPUKC.
OO0nauHbIii TOPOI» BO3TAraeTcs Ha
OTBETCTBEHHOTO 3a oOecrieueHue
0€30MaCHOCTH NIEPCOHAIBHBIX JIaHHBIX.

6 KOHTPO.Ib 3A COBJIIOJJEHUEM
TPEBOBAHUM
3AKOHOJATEJbCTBA
POCCUMCKOM ®EJEPAIIN B
OTHOIIEHUU OFPABOTKH IIJTH

Kontpoms 3a cobmronennem TpeboBaHuit

PD protection, it is necessary to be guided by
applicable laws, regulations, guidelines for
PD protection, as well as the requirements of
these Regulations. Work arrangement to
install, configure and commission the
software and hardware and software tools for
PD protection, develop organizational
measures for protecting PD and monitoring
the state of the PD protection system in the
personal data information system of the
BRICS Future Forum event shall be assigned
to the person responsible for ensuring
personal data security.

6 CONTROL OVER COMPLIANCE
WITH THE REQUIREMENTS OF THE
RUSSIAN LEGISLATION REGARDING

PD PROCESSING

Control over compliance with the

3akoHoJaTenbcTBa Poccuiickoii @enepanuu B requirements of the Russian legislation in the

obmactu [1/lH MpOU3BOAUTCS C LENBIO:

MIPOBEPKH COOTBETCTBUSI 00pabOTKH
[1/In nanHBIM TpEOOBAHUSIM;

IIPOBEPKU COOTBETCTBUS
MpUMeHsAeMbIX Mep 1o 3ammTe [1/1x
JaHHBIM TPEOOBAHUSM;

IIPUHATUS MEp, HAIIPABJICHHBIX Ha
BBISIBIICHUE UIIPEJOTBPALLICHHE
HapyIIEHUH JaHHBIX TPEOOBaHMIA;

BBISIBJICHHS BO3MOKHBIX KaHAJIOB
yreuku 11/1H;

YCTpPAHEHHUS NTOCHEACTBUI
BO3MOJKHBIX HApPYILICHUM.

field of personal data shall be carried out in
order to:

verify compliance of PD processing
with these requirements;

verify compliance of the measures
taken to protect PD with these
requirements;

take measures aimed at identifying
and preventing violations of these
requirements;

identify possible channels of PD
leakage;

eliminate the consequences of
possible violations.



Kontpons 3a cobmronennem TpeboBaHuit

Control over compliance with the

3akoHoJaTenbcTBa Poccuiickoii @enepanuu B requirements of the Russian legislation in the

obnactu o6pabotku I1/1H Boznaraercs Ha

field of PD processing shall be assigned to

OTBETCTBEHHOTO 33 OpraHu3anuio oopadbotku the person responsible for arranging PD

IT1n.

7 KOHTPOJIb COCTOSIHUS
SAIMAIIEHHOCTHY MIH

7.1. KOHTpOJIb COCTOSIHUS 3aLIUIIICHHOCTH
I1/IH ocyiecTBiseTCs € LEIbIO
CBOEBPEMEHHOTO BBISBJICHUS U
[IPEAOTBPALLEHUS HECAHKIIMOHUPOBAHHOTO
nocryna K [IJIH, mpeaHamMepeHHbIX
MIPOrPAMMHO-TEXHUYECKUX BO3JICUCTBUIA HA
[1/11 u onieHKH 3¢ (HEKTUBHOCTH UX 3aIUTHI.

7.2. KOHTpOJb 3aKIII0YAETCsl B IPOBEPKE
BBIIIOJTHEHUSI IPABOBBIX 3aKOHOIATENbHbBIX U
HOPMAaTUBHBIX aKTOB I10 BOIIPOCAM 3aIUThI
[1]1H, a TakXe B OLIEHKE 00OCHOBAHHOCTH U
3G EKTUBHOCTH MPUHATHIX MEP 3aIUTHI
IT1n.

7.3. 1o pe3ynpTaTaM KOHTPOJIS JAETCs
orieHKa 3(pPEeKTUBHOCTH MPUHATHIX MEP
samuthl 111, 3ammra [1/lH cuuraercs

5 EKTUBHOH, €CIM TPUHUMAEMbIE MEPbI
COOTBETCTBYIOT YCTaHOBJIECHHBIM
TpeboBaHusAM 1 HopMaMm. HecooTBeTcTBHE
Mep yCTaHOBJICHHBIM TPEOOBAHUSAM H
HopMaM 1o 3auute [1/IH sBisercs
HapyuieHueM. Pe3ybTaTsl aHanuza
[IEPUOJNYECKOI0 KOHTPOJISI, yCTAHOBJICHHbIE
MIPUYHHBI HAPYIICHUH, PEKOMEHIALUH 110 UX
YCTPAHEHUIO OTPa)KaloTCs B aKTax WU
CIpaBKaXx, KOTOPBIE JJOKJIAbIBAIOTCS
['enepansuomy Jupexkropy Opranuzaropa
TUISL IPUHSTHS COOTBETCTBYIOLINX PELLICHUH.

ropoa Mocksa

2024 rox

processing.

7 CONTROL OVER PD SECURITY
STATE

7.1. Control over PD security state shall be
carried out in order to detect and prevent
unauthorized access to PD, deliberate
software and hardware impacts on PD and
assess the effectiveness of their protection in
a timely manner.

7.2. Control consists in checking the
implementation of legal legislative and
regulatory acts on PD protection, as well as in
assessing the validity and effectiveness of the
measures taken to protect PD.

7.3. Based on the results of the control, the
effectiveness of the measures taken to protect
PD shall be assessed. Personal data protection
shall be considered effective if the measures
taken comply with the established
requirements and standards. Non-compliance
of measures with the established
requirements and standards for PD protection
shall be a violation. The results of periodic
control analysis, the established causes of
violations, and recommendations for their
elimination shall be reflected in acts or
certificates that are reported to the General
Director of the Organizer for making
appropriate decisions.

Moscow
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